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Yujiro HAYASHI
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Board Member @dit Co., Ltd.

About Me

Writing
@Software Design

Speaker and paneler
@Future of FinanceI’m currently responsible for cybersecurity at Future Corp., Inc. and has 

accumulated his theoretical studies as well as professional career through 
various consulting activities with financial institutions, manufacturing 
enterprises and public entities and several local governments in Japan. In this 
process, Hayashi, together with his colleague, Kota Kanbe, developed security 
vulnerability scanner "Vuls", which in GitHub acquired the most recognised
status among 30 million projects in October 2016. Hayashi is also promoting 
the business of cloud services that further develop that scanner.
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Cybersecurity Trend

Source︓Mandiant
M-Trends 2023 By The Numbers Infographic

First attack vector used by an attacker
Distribution of number of vulnerabilities 
opened/closed by month (surveyed 100 organizations)

Source︓Cyentia Institute
The Hidden Complexity of Vulnerability Remediation: 
Bridging the Gap between Data and Common Advice
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ü 32% of attack vectors used by attackers are vulnerability exploitation.（※１）

ü The average US organization patches only 10% of newly discovered vulnerabilities.（※２）



1. Collect software and vulnerability information
2. Implement the association
3. Notify only the related vulnerability information to the administrator

Managed System

Japanese 
vulnerability 

database
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Notify via 
e-mail, slack, etc ・・・

Vulnerability 
information

Software 
information
✓ RedHat
✓ Ubuntu
✓ FreeBSD
・・・

Vuls supports quick and accurate vulnerability response.

Introduction “Vuls”



Published Vuls on GitHub
April 2016
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Get stars all over the world



Get 1st prise in the world!
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ü Abundant decision material
ü Manage tickets one vulnerability at a time
ü Full range of notification functions
ü Automatic and intelligent “Triage”

FutureVuls
FutureVuls supports “after” detection.



Abundant decision info Manage Tickets Dashboard Full range of notification

Automatic and Intelligent
Triage Cross-management Cross search

Features



Automatic and Intelligent “Triage”
FutureVuls automatically classify by priority according to SSVC.

Exploitation

Exposure

Utility

Well-being and Mission 
Impact

Act immediately

Act more quickly than usual

Act during scheduled time

Do not act at present

Input Decision Tree Output
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Future Update

For P-SIRT SBOM 
ü Various PSIRT-oriented functions will be 

implemented, such as vulnerability 
registration and authority management 
functions covering the supply chain.

ü FutureVuls is also working to support 
SBOM, which is gaining worldwide 
attention, and already supports data 
import in SBOM format.

SBOM

Libraries

Open Source
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FutureVuls is updated as early as every month or two!
Many more features for PSIRT and support for SBOM will be implemented in the future!



We started company
2022 in Singapore

Future Global
Design




