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Introduction of Defenxor - e

e Established in Q4-2015 as 100% Indonesia company (No foreign expertise)
e |T Security company that focusing on 3 pillars

* Managed Security Service
* IT Security Consulting DI
* IT Security Integrator s DI

-~ * Our SOC by Numbers:

~ » Total customers: >70 organizations

‘f * Concurrent customers: >60

f * Biggest Organization by EPS: >30K EPS
e Total concurrent EPS managed by our SOC: > 300K EPS !
* Total concurrent assets (IP of servers, Container & VM): > 10K IP L

* SOC Operation Personnel: 60+ ASEAR.Jopan
International Conference on ASEAN JAPAN Cvbersecurity Community




The Background & Needs __

* Background:
B - * Developing MSSP business need solid and stable SIEM tool as a core

» SIEM also need to be connected to many operational technologies (case
= management, personnel’s performance monitoring, etc)

* Needs:
e Open standard tools that compatible with wide range of Technologies
 Stable & reliable technology

* Open for further development
» Self dependencies
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Meet our SIEM: DSIEM - B

* OSSIM-style correlation engine for Elastiestaek Open Search

* OSSIM-style correlation and directive rules, bridging easier transition
from OSSIM.

* Produces risk-adjusted alarms

~* Dsiem performs event correlation on all incoming Normalized Event
based on its configured directive rules

* Enriches alarms with vulnerabilities and threat intelligence info
* Cluster mode for horizontal scaling ’
* [t's free and Open: GPLv3. (il

* You can download, use and contribute freely: www.dsiem.org
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DSIEM: OSSIM Style Event Correlation Engine fo_

Log Sources

| IDS_ [N Firewall I OS |

Logs Logs
| | Alarms

Filebeat J
l Threat-intelVulnerability- Mormalized-Logs)
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Syslog/Filebeat Dajem-filabent Infe-Sources Eveants
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Logs Alarms

Logstash il Logstash

Mormalized-Logs/Events
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Our internal Open Tools timeline

Defarixor Securl .
xor {DHS:F Appliance

OSSIM Defenxor Mabile App

Full Packet Capture
&
NIDS + HIDS

. DSAN.2 =
Container Archifecture

Defenxor Seouri Lance
. on Elgurdmm

SOAR for DSIEM

DSIEM on Open Search  Case Management System

2023

Machine Learning Tecketing System Integration
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Usage of Open Tools at our SOC as I\/IS‘

* Biggest Log Ingestion: > 30,000 EPS
_* Largest clustering deployment: 10 stacks of appliances (1U)
e Concurrent SOC as a Service: > 60 Organizations

~.» Current deployment cases:

: ~ * On-premise (Using our appliance)

* Public cloud: Alibaba Cloud, AWS, Azure, GCP.

* Private Cloud: Virtualization & Container based infrastructure

S ¥

w;’using internally developed Open Tools, we can deliver our service
while collaborating with global technology brands without being fully
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Our MSS Service offering -

-

24/7 monitaring of secisity L
avaenis by quakfiod analysis, L

Mobile Apps

Accass online anadyst, monltor
gur progress, and bae notilied on

F A\

Incident Response &
Management

Reacl quickly o redues impact of
breaches and dala losses.

Log Collection and
Management

Colledd, cofrelabe, and analyss
logs wsing SHEM and full-lal

saarch lechnologies.

Network data
capture & forensic

Vulnerability Management

Mebwork bralfic caplura fof
Praaclvely discover weaknassss and
I _ :rau nn:.m and forensic
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