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WE ARE MOVING INTO A MORE
INTERCONNECTED CYBERSPACE

BILLION

5.44 b S 33.03

MILLION

68.0%

Digital 2023: Global Overview Report—DataRenoHdI_—G-I’p_bgrl_D | Insights




CONVERGENCE OF TECHNOLOGIES Trabel
Add More Complexities to Cyber Space and Digital Transformation \
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The World Has Become Heavily Reliant And Connected To |
One Another Whether It's People, Process And Technology
y N ~

Data Things

Converting data into Devices and objects that feed
intelligence allow for data into the Internet of
better-informed Everything - and utilise that
data to performant actions,

decision-making,

Internet
of
Everything

(loE)

Processes

The means of delivering
the useful intelfigence
| from cne point 1o the next.

| '
b ¥ i

People

The connection of
people in relevant, more
beneficial ways.

- - _i'.l----.II
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IT VS OT VS IOT VS IOE

Information Technology (IT): The computer,

data storage, and networking infrastructure and
processes that are used to create, process, store,
secure, and exchange all forms of electronic data. It
deals with data, information and communication.

Operational Technology (OT): Traditionally, physical
devices in industrial, agricultural, and mission-critical
sectors or Industrial loT networks. It deals with
machines.

Internet of Things (I0Ts): Networks not specific to
a particular sector.

Internet of Everything (loE): extends beyond loT by
integrating  operational technology (OT) and
information technology (IT) into a unified ecosystem,
enabling seamless communication, data sharing, and
intelligent decision-making.

CUoer

The World Are More Interconnected,
Opening new opportunities

P

Internet af Everything [laE)

' Malaysia



THE LANDSCAPE IS CATALYSED WITH IR4.0
AND DIGITAL TRANSFORMATION

e e MALAYSIA’S DIGITAL
INDUSTRY 3 TRANSFORMATION:
0 " MALAYSIA DIGITAL

ECONOMY BLUEPRINT
AND THE NATIONAL 4IR
POLICY

MyOIGITHEL

WORLD
ECOMNOMIC
FIg R L
o

Malaysi
¥ Thh

P
h Poiph,§

Shaping the Fourth Industrial Revolution

. Building a Better Future for All

16 Mary 2023

6

Coer '

TO ACHIEVE BY

4R 2030

ST INOUSTRIAL
REVOLUTION

In Phase 2 (2023-2025),
inclusive digital
transformation  will be
prioritized.

In Phase 3 (from 2026 to
2030) will position Malaysia
as a regional leader in digital
content and cyber security.
MyDIGITAL's mission is to
ensure that all Malaysians
benefit from the
opportunities of the digital
revolution.

Copyright © 2023 CyborSoecunty Malaysia




CYBER-ATTACKS MAY HAVE
PHYSICAL CONSEQUENCES

Chinese cyber attock on power grid
Status of cyber security in India <

Batlewed

Colonial Pipeline system map

Wakdrgor, 0T u T | By
UMITED STATES reaas | i ""'

w BiLE
(by Rohul 8a -ryhmhw

Cyberattacks On Vehicles Pose A
Threat To Drivers And
Manufacturers

DIGITAL
TRANSFORMATION IS
NOT WITHOUT ITS
RISK

e Technology such as wireless technology
has changed the way we conduct
business, offering workers with constant
access to business-critical applications
and data.

 While this flexibility is convenient and
expands productivity, it introduces
complexity and security risk as these new
technology and devices become new
target for hackers looking to infiltrate
a corporate network.



=4 r By
b - w R |y
R s ik =
= .. # T }

l
S rhs

via% 1 ¥

e o E A
-
[

‘Cyber risk’ means any risk of financial loss, disruption or

CYB E R RIS K damage to the reputation of an organization from some sort of
failure of its information technology systems. Hence, CYBER

RISK MANAGEMENT is needed!
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9 Source: WEF Global Risks Report 2023.pdf (weforum.org) Copyright © 2023 CybarSocurity Malaysia
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UNDERSTANDING HOW TO HANDLE
EACH RISK

.
* Action is taken

to do something
different.

* The threat
is eliminated

\

.J&LI‘EEII
W

\ ~

10

\

* No actions
are taken.

* Risk is

acceptable.

(.

Actions taken to ) 4 ) o
reduce the probability - Shifting the » Sharing risk
and impact of risk. responsibility with the higher
and impact to authority or
- a third party. with a third
* Implementing relevant party.
controls.

TRANSFER

N/

Copyright © 2023 CyborSecunty Malaysia
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¥ < 75 RISK MANAGEMENT
o/ AND GOVERNANCE

BEST PRACTICES




RlSk Management r A S S S S =
And Governance SECURITY NONEXPERTS' TOP SECURITY EXPERTS' TOP

_ OMLINE SAFETY PRACTICES OMLIMNE SAFETY PRACTICES
Best Practices

1. USE ANTIVIRUS 1. INSTALL SOFTWARE

SOFTWARE UPDATES
2. USE STRONG 2. USE UNIQUE
PASSWORDS PASSWORDS

3. CHANGE PASSWORDS
FREQUENTLY

3. USE TWO-FACTOR
AUTHENTICATION

HYGIENE

Refers to fundamental
cybersecurity best practices that
an organization’s security
practitioners and users can
undertake.

4. USE STRONG
PASSWORDS

4. ONLY VISIT WEBSITES
THEY KNOW

5. DON'T SHARE
PERSONAL INFORMATION

5. USE A PASSWORD
MANAGER

ANy SN SN S S =

12 Practice Great Cyber Hygiene - Cyber Risk Opportunities Copyright © 2023 CyborSecunty Malaysia




II RISK MANAGEMENT BEST
PRACTICES

INTEGRATED AND
CONSISTENT
CONTROLS AND
POLICIES

A consistent, systemic and
integrated approach to risk
management can help determine
how best to identify, manage and
mitigate significant risks.

GAIN BOARD AND
MANAGEMENT
SUPPORT

Ensure strategic direction are
aligned and resource are allocated
properly




RISK MANAGEMENT BEST
PRACTICES

MONITOR THE Management can act promptly if
RISK and when the nature, potential

ENVIRONMENT impact, or likelihood of the risk
goes outside acceptable levels

IDENTIFY AND A process of documenting any
UNDERSTAND risks that could keep an
ONE’S RISK organization or program from
ENVIRONMENT reaching its objective

Collaborating with external parties

CV(\?II'_I'II_-IAIEB)?I'RE?Q-I;\I&E can help identify and mitigate
PARTIES supply chain risks that can disrupt

operations.




HOLISTIC
APPROACH

A holistic approach to

governance includes
various elements within an
organization or
government in a

comprehensive manner.

GOVERNANCE
BEST PRACTICES

ADAPTIVE
APPROACH

Adaptive security is a
security approach that's
used to respond to
potential cyberthreats in
real-time by continually
monitoring user sessions.

ZERO TRUST

Continuous verification.
Always verify access, all
the time, for all resources
or simply put it as "Trust
No One".

Cubers
e

LA&ATESEIA

DEFENCE-IN-
DEPTH

A multifaceted approach to
safeguard the
organization's overall well-
being, compliance, and
ethical standards.

SOURCE: https://www.datamation.com/big-data/data-governance-trends/




GOVERNANCE
BEST PRACTICES

TRAINING &
AWARENESS

Promote awareness and
training programs to
inform the clients or

shareholders of their
responsibilities and
functions within an

organisation.

COLLABORATION

Sharing of information,
resources, and expertise
among various national
and international entities
to collectively address
cyber threats.

SOURCE: https://www.datamation.com/big-data/data-governance-trends/




RISK IS EVERYBODY'S
RESPONSIBILITY

THE MANAGEMENT MUST
SHOW THE EXAMPLE, BY "

LEADING ¢ c c__
THE ORGANISATION IN 4 1 i:'

ENHANCING
CYBERSECURITY
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CYBERSECURITY, RISK MANAGEMENT, AND GOVERNANCE:
A SHARED RESPONSIBILITY

We hide
Py cvweared

mockeries.

problems |

troubles or O }

We need more
Processes and
cantrols,

It is gn excuse to | You don't hove a
so o and condral ws. clue of our job.

S Comply or your It is your job to . |
B ore g threat. educate employees. & h
Y ! ! i '.I Wf' I'?E"IE'I:lr

Cybersecurily is your job. o pr—— ) I', maore
o e Budget for
' Y technologies.

Employee =4 You are computer
' iliterate

Copyright © 2023 CyborSoecunty Malaysia




CYBERSECURITY MALAYSIA'S
INITIATIVES




flyo e f "

SiberKASA

OFFICIAL LAUNCH ON 23 MARCH 2021

~

CSM initiatives aimed at developing, empowering, sustaining and
strengthening cybersecurity infrastructure and ecosystem in Malaysia
to ensure network security preparedness.

= J

CYBERSECURITY MALAYSIA’S INITIATIVES '



HOLISTIC
APPROAC

Adoption of holistic approach that
identifies potential threats to
organization and impacts to the
national security & public well-being ;
and

To develop the nation to become
cyber resilience having the capability
to safeguard the interests of its
stakeholders, reputation, brand and
value creating activities.

v

21
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Objective: Empowering, strengthening and preserving the cyber security infrastructure and ecosystem in
Malaysia so that it is always sustainable, protected and resilient.

Covers aspects of policy development, strategy, Involves technology in particular matters related to
Standard Operating Procedure (SOP), recognition of minimizing vulnerabilities, digital forensic analysis,

international standards malicious code (malware) and data

PRODUCTS AND SERVICES

1. Global Accredited 2. CyberSAFE L.I.V.E

Covers aspects of skills, knowledge, ethics,
behavior and talent

1. Crypto Random Test Tool 4. Coordinated Malware,
Cybersecurity Gallery EWH. ivmasine 1. ntomation Secuity 2. ISV GUIGINCS STl 2. X-rl}:l[c))rensics Tools Eradication, and Remediation
Education 3. Cybersecurity Gnuem:;::t“: 3. I':fnmuﬂnn Security 3. PenDua Tool . E'eabt;%wegCMERP)
(ACE)Scheme f:yl‘sféi:s;/ Training Assessment (ISGRIC) System(ISMS) P KIDMe 6. CamMuka (Facial Recognition)
1. CyberDril Exercise 1. Business Continuity 7. Technology Security 1. MyCyberSecurity Clinic 6. Cyber Threat
2. Behavioral Management System Assurance (TSA) (MyCSC)- Data Intelligence Service
Caompetency (BCMS) Certification 8. ICT Product Security Recovery and Data 7. Cloud Security
Assessment (BCA) 2. Digital Forensics (DF) Assessment (IPSA) Sanitization Services Compliance Audit
3. Cyber Safety Case Management 9. Security Posture 2. Lab Quality 8. Cloud Security
Awarsness for 3. Incident Handling Case Assessment (SPA) Management Assessment Audit
Everyane [C FE) ) :\:/Ial;]aggment 10. iCADA Secu;iéyS " 3. gybersecurity Lab 9. glc\’/lusd Security Audit for
FRIIA ' . Cyber Discovery ssessment ervices
» WMT ﬁ'}%%ﬁl‘ lel'g E 5. MyTrustSEAL 11.PHP Secure Code 4. CyberSecurity Malaysia  10.Security Operation
m SR - 6. Penetration Testing Assessment (PSCA) Cryptographic Centre Service
Exhibition (CSM-ACE) Service Provider(PTSP) 12.Malaysian Common Evaluation Lab 11.Red Teaming Service
Certification Criteria Scheme (MyCC) (MyCEL)
13.Cybersecurity Strategic 5. CCTV Forensics
and Technical Advisory Service

Copyright & 2023 CyborSecunty Malaysia
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CYBERSECURITY CAPACITY BUILDING FRAMEWORK

GL&BAL ACE

Clebal Agiwdfnd ©ybasias ety [Sgcabon AT B fupm=ia

Global ACE Scheme
https://www.cybereducationscheme.org

Cgber-

Cyberguru
https://www.cyberguru.my

CyberSAFE"

Cybersafe
https://www.cybersafe.my

To nurture cyber security
knowledge groups and/for
individuals that are resilient
1o cyber security incidents

Building cyber security managers,
strategists and professionals

Cyber Security

: Building cyber security practitionars
Practitioners :

« Building cyber security awareness
and appreciation

» Elevating adoption and adaptation to
target groups including their families
and communities

To nurture cyber security
professionals that are
capable in strategizing,
planning and executing
cyber security initiatives

To nurture cyber security
practitioners that are
technically capable and
proficient in the operation

24

Copyright © 2023 CyborSoecunty Malaysia



AR
CYBERSECURITY AWARENESS FOR EVERYONE (CyberSAFE) ===

- o o ®
: * CyberSAFE launched YAB Deputy Prime Minister
EH':IFT'WE . *Reached out to more than 34,000 students, teachers, adults and more than 190 schools / organisations
ey ity Amereers Fer oreemes . L. . .
+ Awareness program referred to by Australian Communications and Media Authority

Make it a priority to provide those on the frontlines with the information,

tools and resources necessary to increase the national awareness level on the

importance of cyber security.

r: B
CyberSAFE
Inculcate cyber Culture of digital il i M (5 i
security " . 4
Wareness citizenship among the ||'| sn hﬂﬂ IS

masses from all

Outreach
Program

occupations and
lifestyles

| POSTERS, _ I'hjian dan Garis |
INFOGRAPHICS -+ : Panduan
DAN 'HEBIH!H

i A i‘i&ﬂ

Copyright € 2023 CyborSacunty Malaysia

Help foster a safer
digital world

25
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DEVELOP CYBERSECURITY PROFESSIONALS

Cyber Security Capacity . ] .
Development Collaboration Cyber Security Academic Collaboration

CyberSecurity Malaysia bundles its g
training programs into selected local ? % UUM —— _@ UTM &

and international training programs i : UumMT
and work closely with industry

collaborators to further enhance, HU”'“E“"T'5{""‘"5L’*”"""L”“%UTHM h LI]EJE‘:] ey, -

deliver and market these services TEEE K A ik g3 Nt Emea -
effectively and efficiently.
.[ i l} HELP
University
univarsity of achievers

26 Copyright © 2023 CyborSoecunty Malaysia



BUILDING CYBER SECURITY MANAGERS, ===
STRATEGISTS AND PROFESSIONALS

GLERAL ACE _ GOAL & OBJECTIVES
CERTIFICATION | GOAL :

To create world class competent work-force in cyber security and
promote the development of cyber security professional

programmes within the region
L J

OBJECTIVES

1To es'iab"Sh a o 2 To provide cyber security
o~ professional certification professionals with the right

Global ACE Certificatio == programme that is knowledge, skills, attitude (KSA)
was selected as the Winner —— recognized globally L IO L

of the Category 5: Building
. er e 3 To promote the 4 .
Confidence and Secunty in o development of cyber To ensure accredited personnel
\ \ has been independently assessed
the Use of ICT at WSIS security professional and committed to a consistent and

Prizes 2020 programmes globally high-quality service level laysia




4
GLOBAL ACE CERTIFICATION TRAINING PROGRAMMES  |Cuerscc i

A. Currently running Global ACE Certification Programmes B. Ready by 2023/2024

|.Certified Industrial Control System Security
Analyst

2.Certified Secure Web Application (PHP)
Developer

3.Certified Smart Card Reader Analyst
4.Certified Cloud Security Auditor

5.Certified loT Blockchain Practitioner
6.Certified Cyber Forensics Analyst
7.Certified Web Application Penetration Tester
8.Certified Data Privacy Officer

9.Certified Data Privacy Specialist

10.Certified Chief Data Privacy Officer

| I.Certified Cryptocurrency Seizing Officer
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CYBERSECURITY
CULTURE

PROCESS
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P Kerangka Strategik KKD

Pt

Strategic Thrust 2:
Driving the Digital Economy and IT Towards Developed
Countries

Strategic Thrust 3:
Strengthen the regulation of a reliable and stable
communications and multimedia ecosystem

A\

A

CSM's Role in Supporting National
Cybersecurity Related Policies &
Strategic Plans

e, o L

WAWASLAN HKEMAKMURAN BERSAMA

20730

Rancangan Malaysia
== [, Kedua Belas (RMK-12)

Pillar 1: Source of Growth

Pillar 4: Human Capital Transformation and Market
Strengthening Labor:

Pillar 5: Inclusivity and People’s Well being
Pillar 6: Institutional Reform
Pillar 7: Social Capital

cybersecurity related programs

National Technical Cybersecurity Agency
responsible to advice & implement

= e . ', NG N :
I
| ! |
i N i
\ 4 \ 4
( \( ! National 4th Industrial
e (f i illar 1: i ationa naustria
MalaYSIa Dlgltal Economy Malay5|a Pillar 1: Effective Governance and ) )
] : Cyber Management Revolution Policy
- . B|Uepl'lnt . Pillar 2: Strengthening Legislative (N4|R)
i Secu”ty Framework and Enforcement
* Drive digi on i i Strategy Pillar 3: Catalysing World Class Innovation, Thrust 1:
Thrust 1: Drllve d|g|tal transformation |ln lthe public sector Technology, R&D and Industry Equip the Rakyat with 4R knowledge and skill ses
Thrust 4: Build agile and competent digital talent Pillar 4: Enhancing Capacity and Capability Thrust 3:
Thrust 6: Build trusted, secure and ethical digital Building, Awareness and Education ) . S .
. , , , Future-proof regulations to be agile with technological
environment Pillar 5: Strengthening Global Collaboration changes
.

. ]




Personal Data Protection Act 2010 (PDPA)

DDIM{"IDI Ee

.J-u'-l.. 1*--'*‘ __ﬂn-
hey I:nmpnﬂu,/fst of PDPA

1 General Principle
2 Naotice and Chaice Principle
3 Disclosure Principle
p 4 security Principle
7 5 Retention Principle
;.f B Data Integrity Principle
d " 7 Access Principle

Personal Data Protection Act 2010 [Act 709]

Coer |

Governs personally identifiable
data collected via commercial

: transactions.
LAWS OF MALAYSIA
. ACTT09 ) * | Malaysia’s PDPA is aligned with
PERSOMNAL DATA PROTECTION ACT 2000 the EUIS GDPR.
Ciates o Rewinl Maninnt T Junw Mrid
Diate of puibilication i e GaTems 10 Juinis p 1]

Govt looking at PDPA amendments to
beef up security, prevent data
leakages

Malaysia urgently needs comprehensive
cybersecurity laws, says PM

MAZWIN NIK ANIS g = P

s
=
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ADDRESSING CYBERSECURITY ISSUES THROUGH GUIDELINES

GUIDELINES

. Cyber Security Guideline for

Industrial Control System (ICS) Cloud Service Subscribér (CS3

Guideline
. Cyber Security Guidelines for Secure

Software Development Life Cycle 6. Guideline for Securing My{:‘
(SSDLC) Ecosystem

. Cyber Security Guideline for Internet 7. Guideline on the Usage ﬂ'l"r*'” ‘ I'
of Things (loT) Recommended AKSA MySEAL 7
Cryptographic Algornithms O

. Cyber Security Guideline for Industry
4.0 (14.0)

CyberSecurity Malaysia

CyberSecurity Malaysia products

Copyright €

2023 CyborSocunty Malaysia
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ADDRESSING CYBERSECURITY THROUGH ENCRYPTION TECHNOLOGY

* NATIONAL CRYPTOGRAPHY POLICY approved by The Government In
January 2013

* Comprehensive applications of  cryptography in  Government to

Government (G2G), Government to Citizens (G2C), Government to Business

(G2B) and Business to Business (B2B) activities towards ensuring a secure

Confidentiality Integrity
E and trusted cyber environment.
e T e  Cryptography also supports the National Digital Economy and the
By Sipoase & o . realization of the National Transformation Agenda to transform Malaysia

into becoming an advanced and high-income nation

33 Copyright © 2023 CyborSoecunty Malaysia
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Information Security Certification Body (ISCB)

Information Security Certification Body (ISCB) is a department within CyberSecurity Malaysia that manages
certification services focusing on the information security according to international standards and

guidelines. Among the services under ISCB:

SCB

Information Security Certification Body
ESTOT/ETENC 2 700800

34

" & Information Security Management System (ISMS) )

Audit and Certification - CSM27001 Scheme

N [

~

¢ Privacy Information Management System (PIMS)

Y4

AN

¢ Business Continuity Management System (BCMS)

J

N

Vs

~N

s MyTrustSEAL — web security validation

J

~

s Malaysian Common Criteria Evaluation and |
Certification (MyCC) Scheme

J

Copyright © 2023 CyborSoecunty Malaysia
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MANAGEMENT SYSTEM CERTIFICATION

O+
med Process Continuous Audits conducted by Independent and
Certification Accredited Certification Body

l

ISO/IEC 27001 I1ISO 22301
I S

M S

Specifies requirements for establishing,
implementing, maintaining and continually
improving an information security
management system within the context of the
organization which includes requirements for
the assessment and treatment of information
security risks tailored to the needs of the
35 organization.

o e o T

usiness ‘Lontinuity

anagement oystems

Specifies requirements to plan, establish,
implement, operate, monitor, review maintain
and continually improve a documented
management system to protect against, reduce
the likelihood of occurrence, prepare for,
respond to and recover from disruptive

incidents when they arise.
Copyright © 2023 CyborSoecunty Malaysia
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p— DOMESTIC COLLABORATION T

CYBERSECURITY MALAYSIA ENGAGEMENT ECOSYSTEM

LEGISLATIOM NATIONAL CYBER SECURITY
POLICY

ENFORCEMERNT

I::l'IuInItI:lrIrrs . | Law & Prosecution
nforcemeant _ Formulation and

Coordination of Palicy
AGC
Implementation through 8
Palicy Thrusts

Al oy

Tu:hrti;l Support

Techrical support

Bclvmory
Technlcal
support

Stratlglc |

INDUSTRY
DEVELOPMENT

Applied & operational : Cyber Securlty Industry
research COMMURNITY Development & Growth

[ csm |
MNEOL
IHLs / RI ; :
Copyright © 2023 CyborSocunty Malaysia




37

AR
INTERNATIONAL COLLABORATION |CuberSecurity|

- Global Collaborative Efforts And Engagements .

& % £ er':ﬂJ:F““ J ',‘: J| 1 ]1| =3nnls

Gyberspace threats
demandmaniinternational lapproach

SOVEREIGN STATES

VIA
: E ITU ' " CSCAP l |! ARF I BILATERAL
|. ASEAN CERT ' AND
MULTILATERAL
" OIC CERT ' " FIRST ' u APCERT I ENGAGEMENT

Regional and Global
Cyber Security
Cooperation

Legal and
DOMESTIC SECURITY Policy Framework

+* Protecting National Security
¢ Prosperity and Public Safety

Public-Private
Partnership

Copyright € 2023 CyborSacunty Malaysia
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TRADITIONAL CYBERSECURITY APPROACH T
- Not sufficient to deal with smart cyber threats R

Protecting networks, data
and devices in today’s
environment requires a
multipronged approach
that accounts for every
possible vulnerability and
entry point. We are way
beyond firewalls and
antivirus here.

DEFENSE IN
DEPTH

POLICIES,

PROCEDURES
& AWAREMESS

PHYSHAL

PERIMETER

POLICY & PROCEDURE

e 3

CRITICAL ASSETS

‘I I‘i‘jﬁ Q&%

PHYSICAL ACCESS

This is an approach that relies on using a layered and redundant defensive
mechanism to protect data and assets from cyber-attacks.
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ADDRESSING CYBER RESILIENCY THROUGH ADAPTIVE SECURITY
To be more proactive, dynamic and integrated in cybersecurity approach

Adaptive Security is an approach 'h PREDICTIVE o SECUrity 4 PREVENTIVE
cybersecurity that analyzes * Pariodic Winerabilay o
behaviors and events to protect
against and adapt to threats before
they happen. With an Adaptive

Security Architecture, an RESPONSIVE DETECTIVE
. . . v fedenkil an ol indacte s Porimeter Socuwi
organization can continuously ey ’ pavices,
assess risk and automatically i e,

provide proportional enforcement daportig e o)
K that can be dialed up or down

IDID ~ IDID

organizations comes at each stage of the incident response
otification, responses, post-incidents, and the cost of busi

40
40 Copyright & 2023 CyborSocunty Malaysia
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STRENGTHENING CYBERSECURITY THROUGH
PREDICTIVE CYBER THREAT INTELLIGENCE (CTI)

o KHIAD FOATD St DETA

JIHHME BAHRU - Universit
Teknodogrd  Malsy=in (UTAM) men
wbahkam makmal Khas  bertojumsn
mclaicsannknn knjinn

kini.

Timbatun Mulk Coree
bz -i|"|_lr'|:|.1_'|1:|i|::'|:'| fan
Iz LVTM, P D, o] Fanuei
Ismril berkatn, pesububan UTM-
CEM Gyber Sevurity X Lab yumg
menceral kos sebamynk RAIOGK]
ite menagrdon sehabsginn doripodn
koméumen universit mengekanr je-

Belinn  berkntn, makmnl  ymeg
dilermnatkan il bavweah Fakades |"|l|g_'\-
komputeran UTM - menempatkan
parn |'l:1||:|l|'||||‘.'n. ST TELASEL

“Fadailts berkenaan memgpionyad 70

L:'lu.l.::r.lh dalom  pel
LT DT T

mergsial  Kbedah  Ee-
nargkis serangan siber I I I M teknodog sther. Sebarmak
yang semeskin meruloe 15 pemeldik di LT

— e e

CEM Cyber Hecunly X

Lak skan bertindak e

Fangianl _|I:|1!.'.l|l RETRIEAn

siber dan teknik penggmdaman ynng
semmakin cumgrin l:ihn:"i_'nuu:.n.

Beling berkata demikian pada =i

dang akhhar selopas Majlls Meman

dntangani Perjanginn (Moll) amborn

UTM dan f'!."‘l.ll'.ql_ll_'ul‘.ll'_n' :'|‘|.|.|||_l¢'l-u|

Makmal khas tangani serangan siber

i =ind semulan

Halir sama Kefan Pengarah Ek
sekutil CEM, e Amiruddin Aol
‘Wihak

Prdlasarknn stotistik Lecking, Kn
dnr jenmyah siber sidang meningkot
il PN f efpEEn puarata 10000
ks alilajworkan setiap tahum

Akl Fauzd mesambad, sefmgmb
permialann, UTM meserima perun
luknn  sebwrmymk EMBSDOOO0 dori
||.+:‘|:| CHEM uniuk disakarkan Kbl
pembangunan  projek yung  diran
I

“Pada peringkad aanal, kerjasnma
kita merampakan tyee hedany it
Mabware Analitik, risiken onen
|1|||!"| '!Ilrllr :!:||| ARCNTEN Do rEn

CyborSacunty Mataysia



ADDRESSING CYBERSECURITY THROUGH
RESPONSIVE TECHNOLOGY & SERVICES

DIGITAL FORENSIC (DF)

Cybert ..

DEF

Cyber Detect, Eradicate and
Forensics (CyberDEF)

»

@ Eghprﬂtfar:nvprg

&
i 1

Expert Development Lab

o\

S

Digital Forensic Lab

i

42

m

Data Recovery Lab

%

Evidence Preservation Facility

X-Forensics Toolsl

=

| ol [ g [ =

CosrmibAlikeas W2 O

CUbers f
s |

@CMEE‘P

Coordinated Malware Eradication &
Remediation Project (CMERP]

Malware Research Center
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CONCLUSION AND WAY FORWARD

% There is no such thing as 100% security. There is still much room
for improvement. We need to increase and strengthen our
cybersecurity manpower and professional skills.

+ This involves an ongoing process of identifying security risks and
implementing plans to address them. Risk is determined by
considering the likelihood that known threats will exploit
vulnerabilities and the impact they may have on valuable assets.

«» Furthermore, there is a need to ensure a secure, resilient, and
trusted cyber environment to sustain progress and prosperity. In
this regard, a more innovative and proactive adaptive security
approach is required to address such situations. Adaptive
cybersecurity encompasses predictive, detective, responsive, and
corrective capabilities.

+ Additionally, our approach also needs to be adaptive, dynamic, and
innovative, covering people, processes, and technology.
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