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History & Revolution of Cyber Domain

2nd Gen : Information Security (2005)

1st Gen :   Computer Security (1986)

5th Gen : Cyber Dominance (2020/2030)

3rd Gen : Cybersecurity (2013)

4th Gen : Cyber Resilience (2011/2023)



TOWARDS: RESPONSIVE SECURITY 

• Top Ten Cybersecurity & Privacy Threats & Trends 2023 & Beyond

• PDPA: Privacy Update in Thailand Landscape 2022 & More

• The Journey of Digital Asset

• Media Forces Ethics in Today’s Digital Economy

 



“UNKNOWN UNKNOWNS” => “ KNOWN UNKNOWNS”
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Human Vulnerabilities vs. Human Capabilities
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How Thailand will survive from 
“The Hidden Data Privacy Threats”

Security with Passion
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ความโยงใยทีคุ่ณอาจไม่รูม้ากอ่น
ตอ้งระวงัทัง้บนโลกเสมือนไปจนถงึการใชช้วีติจรงิ  

“DIGITAL IDENTITY-
DIGITAL FOOTPRINT” 



Mark Zuckerberg @ Facebook HQ
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Is your Smartphone hijacking your mind?



Information Warfare vs. Cyber Warfare



Copyright © 2016, ACIS Professional Center Co., Ltd.



Copyright © 2016, ACIS Professional Center Co., Ltd.



Malign foreign influence operations and campaigns
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Information-Related Capabilities (IRCs)
 

Strategy = Ends + Ways + Means



INFORMATION 

DISORDER
ถู ก ห ล อ ก โ ด ย ไ ม่ รู ้ ต ั ว  “ ห ล อ ก ล ง ทุ น  แ ล ะ  ค ว า ม

ผิ ด ป ก ติ ข อ ง ข ้ อ มู ล ข่ า ว ส า ร  



INFORMATION DISORDER 

INFORMATION DISORDER อา้งอิง COUNCIL OF EUROPE REPORT DGI (2017)09

รวมทัง้สหภาพยโุรปยงัไดข้ยายความ Information Disorder 

ออกเป็น 3 ประเภท ไดแ้ก ่1. Misinformation หรอื ขอ้มูลที่

ผดิ 2. Disinformation หรอื ขอ้มูลบดิเบอืน และ 3. 

Malinformation หรอื ขอ้มูลทีแ่ฝงเจตนารา้ย 
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Soft Power



Question #1

How has the evolving cyber threat 
landscape impacted the role of the 
cybersecurity community in ensuring 
national security?



Answer Question #1
1. Broaden Scope
2. State-Sponsored Cyber Attacks
3. Increased Collaboration
4. New Forms of Warfare :  Cyber 

Dominance , From IO to IA
5. Emphasis on Resilience
6. Regulatory and Policy Evolution
7. Talent Gap
8. Private Sector Engagement



Question #2

What are some successful examples of 
public and private sector 
collaboration in responding to cyber 
threats and enhancing national 
cybersecurity?



Answer Question #2

1. Cybersecurity Law 2019
2. PDPA 2019
3. NCSA + TISA, CISO training
4. PDPC + TISA, DPO training
5. Bank of Thailand + TB-CERT+NCSA+PDPC



Question #3

What role does the cybersecurity 
community play in identifying and 
mitigating insider threats that could 
compromise national security?



Answer Question #3
1. Security Awareness Training + BAS
2. Cyber Drill 
3. CTF with Cyber Range
4. Whistleblower Programs
5. Regular Audits and Assessments
6. Threat Intelligence Sharing
7. Incident Response (plan + drill)
8. Internal Fraud Detection
9. Change to Cyber Resilience Mindset
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Further reading links

My Blog : https://www.prinya.org  

Conference 29-30 Nov 2023 @ BITEC : 
https://www.cdicconference.com

Cybertron : https://www.cybertron.co.th

ACIS : https://www.acisonline.net
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